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EX EC U TIVE In the rapidly evolving landscape of Al,

cybersecurity professionals face the critical

S U M MARY challenge of safeguarding business applications

\ and employee use of Al technologies. As
DUWL4FLDO LQWHOOLJHQFH EHFRPHYV
organizations, it is essential to develop robust
security strategies that address the unique risks
posed by Al usage, ensuring both protection and
visibility at every level of the enterprise.

According to McKinsey, cybersecurity is one
of the top three risks associated with the use
of Generative Al. This highlights a key issue:
many organizations are either restricting or
blocking Al initiatives due to security concerns.
A comprehensive cybersecurity strategy,
however, can empower businesses to mitigate
these risks, fostering innovation and enabling
the safe deployment of Al technologies without
; \__,a unnecessary friction.

— - To address these challenges, we collaborated

~ with organizations globally to identify common

" REVWDFOHV LQ SURWHFWLQJ $- V\VWEH
have led to the creation of a strategic blueprint
that outlines best practices for securing critical Al
applications.

By understanding the Al attack surface and

\ FRQGXFWLQJ WKUHDW PRGHOLQJ VSHF
IDQJXDJH ORGHOV [//0V ZH KDYH GHY
a six-layer cybersecurity framework designed
to defend against the most prevalent threats
targeting Al-driven systems.

This blueprint provides organizations with
actionable insights to safeguard their Al
W@ applications, ensuring they can leverage Al's
/ / & _full potential while protecting both business
operations and customer trust.
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WHAT IS AN LM
APPLICATION?

/IDUJH /IDQJXDJH ORGHO //0O DSSOLFDWLRQV DUH GH4QH
following capabilities:

General Knowledge and Thinking: Achieved through extensive model training on diverse
datasets

e 6SHFL«<F 'RPDLQ ([SHYWORBHG WKURXJK 4QH WXQLQJ
GDWDVHWYV IRU VSHFL4F WDVNV RU GRPDLQV

e 6SHFL<«<F 8VH &D DéVveldp®d Dy integrating reference data from
databases or external sources, often using Retrieval-Augmented Generation
5$* WHFKQLTXHV
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Al Application Framework

/10 DSSOLFDWLRQV DOVR HPSOR\ SURPSW WHPSODW
UHVSRQVHV ZLWK UHDO LQSXW GDWD DQG SUHGHA4(Q
capabilities and prompt templates, developers can create sophisticated,
FRQWH[W DZDUH DQG UHOLDEOH //0 DSSOLFDWLRQ
gquantities of text data and can understand and generate human-like text.

Applications can range from chatbots and virtual assistants to content

generation, language translation, sentiment analysis, and more. Developers

DQG UHVHDUFKHUV XVH //0V LQ YDULRXV 4HOGV OL
customer service and cybersecurity, among others.

$SSOLFDWLRQ 6HUYLFHYV

The Application Services component handles all common operations

DQG VSHFL4F DSSOLFDWLRQ ORJLF LQ DQ //0 DSSOL
authentication, session management, interaction logging and API

integrations. This layer orchestrates tasks, routes requests and executes

business logic tailored to the application’s needs. By ensuring seamless
LQWHUDFWLRQ EHWZHHQ //0 DJHQWYV DQG RWKHU FI
and external data sources, Application Services provide a foundation for
HIFLHQW VHFXUH DQG 5H[LEOH DSSOLFDWLRQ RSH
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/10 $IHQWV

7KH //0 $JHQWV FRPSRQHQW IXQFWLRQV DV D SURFHVVR
RXWSXW EHWZHHQ WKH //0 DQG RWKHU FRPSRQHQWYV -W
WR VWUXFWXUH DQG IRUPDW LQFRPLQJ GDWD HQVXULQ
DFFXUDWHO\ 7KHVH DJHQWY DOVR PDQDJH WKH RXWSXYV

DGDSWLQJ LW WR 4W WKH DSSOLFDWLRQ V VSHFLA4F
%\ DFWLQJ DV DQ LQWHUPHGLDU\ //0 $JHQWYV VWUH

the model’s performance and ensure seamless communication within the

application.

Large Language
Model (LLM)

engine that drives the application’s
FDSDELOLWLHV -W FDQ EH
provider, such as OpenAl's GPT series
or Google’s Gemini, or a self-hosted

/10 FXVWRPL]JHG WR VSHFL4
Trained on extensive datasets, the

to understand and generate human-

like text. This component leverages
JHQHUDO NQRZOHGJH DQG
domain expertise, acquired through
PRGHO WUDLQLQJ DQG 4QH
deliver accurate and contextually
relevant responses. By processing
structured inputs from the Prompt
Template and interacting with various
GDWD VRXUFHV WKH //0 LV
delivering intelligent and dynamic user

interactions within the application.
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HOW TO INTEGRATE
SECURITYINTO

Al APPLICATION
ARCHITECTURES?

+RZ GR - LQWHJUDWH VHFXULW\ LQWR P\ $— DSSOLFDWLRQ D
common questions from organizations and security teams—primarily because security
functions are often only engaged by innovation and Al teams late in the development
cycle. By the time this stage of the project is reached, Al training models have already
been executed, the Al application is running in some internal and external tests, and in
some cases, it's already gone to production. Implementing security at this stage can be
complicated for security teams—who must understand all the phases in the Al pipeline
process and Al applications to better recommend how to implement security layers and
helping minimize any risks.

JFKLYV
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Security is often overlooked during development of Al applications and
architecture, due to three key challenges:

1. /LPLWHG XQGHUVWDQGLQJ RI $— PRGHO)

and architecture among security teams.
The development ted

and Al engineers - 2. Pressure on business units to rapidly deliver
LQQRYDWLYH $—- DSSOLFDWLRQV DQG 4[|
development teams to overlook secure design

united in their missid

to build appllcatlons t principals into Al architectures and pipelines.

empower business
to innovate grow a 3. Security teams are still uncertain about which

- - layers of protection are necessary for Al
deliver maximum val

: applications because of the missing risk exposure
to their customerg

and impact visibility in their environments, creating

confusion for some companies.

/KH PDLQ FKDOOHQJHV WR LC
VHFEXULW\ DQG KRZ WR RYHUF

Today, many security teams have limited expertise in programming
ODQJXDJHV VXFK DV 5XE\ *R 1RGH MV -DYD DQG 3\WKF
WHDP PHPEHUV IHHO XQFRPIRUWDEOH ZLWK FRQFHSWYV \

model training.

Historically, when development and innovation teams were less prevalent,
security practitioners weren’t responsible for verifying security processes
within the development pipeline. Consequently, code security has largely
depended on developers’ backgrounds and the best practices they follow.
-Q PRVW FDVHV GHYHORSHUV HQMR\ VLIQL4FDQW DXWR
focusing on delivering results that meet business expectations.

However, recent cultural shifts, such as the adoption of DevSecOps, are
prompting organizations to prioritize cybersecurity across all areas, rather
than focusing solely on isolated environments. This heightened awareness is
essential for ensuring the security of Al innovations and applications under
development.

6(a85-7< )25 5 %/8(.



Embedding cybersecu

In the early stages of

development is essen

for safeguarding busing

integrity, reducin
risk and driving futu
innovation.

As Al models become more integral to business
operations, understanding potential risks and
vulnerabilities is crucial. Security teams should

be trained in the nuances of machine learning
frameworks and data handling practices, while
developers need insights into secure design
principals or coding practices to mitigate risks during
model training and deployment. By fostering this
mutual understanding and responsible Al culture,
organizations can better secure their Al applications
against threats such as adversarial attacks and data

breaches.

In today’s landscape, where every organization is
becoming software-driven, a robust approach to
security is non-negotiable. Organizations that fail

to adapt may face critical challenges, as adversaries
grow more sophisticated and regulations become
more widespread. Engaging with the open-source
community—where many cutting-edge security
practices are shared and developed collaboratively—
can also provide valuable resources and insights.

These changes have ushered in a new suite of tools
designed to enhance security maturity and incident
response within modern Al infrastructures. It won't
be long before the market and security teams fully
embrace this new reality.

7R H*HFWLYHO\ LQWHJUDWH F\EHUVH
application and model-building process, organizations
should invest in cross-functional teams that

bridge the gap between developers and security
professionals. This collaboration is essential for

cultivating a DevSecOps culture that prioritizes

security at every stage of the Al development lifecycle.

In summary, integrating cybersecurity into the Al application lifecycle is not just a technical

necessity, it's a strategic imperative.

FXUL
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THE Al ATTAGK ¢
SURFACEIN ACTION

The attack surface of an Al system refers to the various points where an attacker can

attempt to compromise the system. Here are some examples of potential attack surfaces in

Al applications:

1. 'DWD , Q SAXmbdels are heavily reliant on data. Attackers can manipulate input data
to produce incorrect outputs—a technique known as adversarial attacks. For instance,
altering pixels in an image could cause a model to misclassify the image entirely.

2. Model Training: During the training phase, if an attacker gains access to the training
dataset, they could introduce biased or malicious data, leading to a compromised

model. This is known as data poisoning.

3. $3,V DQG , QW H &hl A BpipNecation exposes APIs for interaction, these can be
exploited. For example, attackers might try to send malformed requests or use injection
technigues to manipulate how the Al processes data.

6(&85-7< )25 $— %/8(
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4. ORGHO '"HS O R \®heeQ@h¥ model is deployed, attackers can
attempt to extract sensitive information from it through techniques like
model extraction, where they try to recreate the model by querying it
repeatedly to understand its behavior.

5. 8VHU , QW H UHedei-€nd applications that utilize Al models can
also be vulnerable. If a user interface is not properly secured, attackers
might exploit it to gain unauthorized access or inject malicious scripts.

6. 7TKLUG 3DUW\ /Many BllhpgHcddtions rely on third-party libraries
and frameworks. If these dependencies have vulnerabilities, they can be
exploited to compromise the entire application.

7. &ORXG ,QIlUD V \I¥tdexAtr wvaded id hosted on cloud platforms,
PLVFRQ4JXUHG FORXG VHWWLQJY FDQ H[SRVH LW WR
DWWDFNV VXFK DV GHQLDO RI VHUYLFH 'R6 DWWDFI

By understanding these attack surfaces, organizations can implement better
security measures to protect their Al systems throughout the development
and deployment lifecycle.

6(&85-7< )25 $— %/8(




THREAT MODELLING
FOR LLM

The 2:$63 7RS IRU /DUJH /DQJXDJH O0R G pr@ect $e8k3 toFefudate RV
inform developers, organizations, and stakeholders about the unique security challenges
DVVRFLDWHG ZLWK GHSOR\LQJ DQG PDQDJLQJ /DUJH /DQJXDJ
Al technologies. The project provides valuable resources, including a comprehensive list

ofthe 7R S Y X0 QH UDBHILMWIQNWWO\ HQFRXQWHUHG LQ //0 EDVHG
vulnerabilities are assessed based on their potential impact, ease of exploitation, and

prevalence in real-world scenarios.

Key risks covered include issues suchas SURPSW LQMHFWLRQ GDWD OHDND/|
VDQGER[LQJ DQG XQDXWKR U L] HamoRdqRaBersHhe prixiahy goal is to

raise awareness of these threats, recommend practical mitigation strategies, and enhance

WKH RYHUDOO VHFXULW\ UHVLOLHQFH RI //O GULYHQ V\VWHP
the project aims to foster safer Al development practices and better protect both users and
organizations from emerging risks in the rapidly evolving Al landscape.

H ORC

DSSC

JH L

%\

6(&85-7< )25 $— %/8(




Vector and Embedding Weaknesses

Sensitive Information Disclosure

6HQVLWLYH LQIRUPDWLRQ FDQ D*HFW ERWK WKH
//0 DQG LWV DSSOLFDWLRQ FRQWHI[W

LLMO2

Prompt Injection

$ 3URPSW ~-QMHFWLRQ 9XOQHUDELOL
ZKHQ XVHU SURPSWV DOWHU WKH //0 |V

EHKDYLRU RU RXWSXW LQ XQLQWHQGHG ZD\V

Supply Chain

//0 VXSSO\ FKDLQV DUH VXVFHSWL
YDULRXV YXOQHUDELOLWLHV ZKL
WKH LQWHJULW\ RI WUDLQLQJ GD\
GHSOR\PHQW SODWIRUPV

\ RFFXL

LLMO1 Lo “*..LLMO3
.-*"  Data and Model Poisoning
B Data poisoning occurs when pre-training, ‘.
4QH WXQLQJ RU HPEHGGLQJ GDWD LV,

PDQLSXODWHG WR LQWURGXFH YXOQHUDELOLWLH
EDFNGRRUV RU ELDVHV

LLMO4 .’

System Prompt Leakage .- Improper Output Handling

7KH VA\VWHP SURPSW OHDNDJH YXOQ UDEJ_OLV -PSURSHU 2XWSXW +DQGOLQJ UHI
LQ //OV UHIHUV WR WKH ULVN WKDW KH ‘'VAIVW LQVX]FLHQW YDOLGDWLRQ VDQLW
SURPSWV RU LQVWUXFWLRQV XVHG WR VWHHL KDQGOLQJ RI WKH RXWSXWV JHQH

EHKDYLRU RI WKH PRGHO FDQ DOVR FR'QWDLQ //0V EHIRUH WKH\ DUH SDVVHG GR
VHQVLWLYH LQIRUPDWLRQ .. WR RWKHU FRPSRQHQWY DQG V\VYV

LLMO7 “*.LLMO5

9HFWRUV DQG HPEHGGLQJV YXOQHUDELOLWLHV
SUHVHQW VLJQLA4FDQW VHFXULW\ ULVNV LQ
VAIVWHPV XWLOL]LQJ 5HWULHYDO $XJP‘I—'|Q-WHG

Excessive Agency .

([FHVVLYH $JHQF\ LV WKH YXOQHUDELO W\ WKDW
HQDEOHV GDPDJLQJ DFWLRQV WR EHSHUIRUPHG

LQ UHVSRQVH WR XQH[SHFWHG DPELJXRXV RU
*HQHUDWLRQ 5%$* ZLWK //0V .o ‘., PDQLSXODWHG RXWSXWYV IURP DQ (/0
LLMo8 LLMO6
=" Misinformation
OLVLQIRUPDWLRQ RFFXUV ZKHQ //Uv

SURGXFH IDOVH RU PLVOHDGLQJ LQIRUPDWLRQ
WKDW DSSHDUV FUHGLEOH

.
.

LLM10 .

Unbounded Consumption

8QERXQGHG &RQVXPSWLRQ UHIHUV WR M KH
process where a LLM generates outputs .

EDVHG RQ LQSXW TXHULHV RU SURPSWV

OWASP TOP 10 for LLMs

6(&85-7< )25 $— %/8 (3
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7KH O6WHSV WR 6HFXULQJ $, $S

1. Secure your data

2. Secure your Al models

3. Secure your Al infrastructure

4. Secure your users and local Al apps
5. Secure access to Al services

6. Defend against 0-day exploits

L1 L2 L3 .
@ Defend against
Secure your data Zero-Day exploits
- @ Daa Security T Network IDS/IPS
. Posture Management .

NIM (Microservices)

o Attackers
Secure your /
' Q000w
Container Security \/ \/ \/ \/ .

NeMo DGX Cloud NIM

@ - @ Secure access to Users

@

J

1)@

: Secure your Al Foundry Al services
- . @ Alinfrastructure nVIDIA - Al Gateway
Al Security Posture ]
M t aws
anagemen ) ..

© Secure your user and local Al apps

e Deepfake Detection and Endpoint Security

Security for Al Blueprint
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/IHW V WDNH D FORVHU ORRN DW KRZ
innovations.

6HFXUH <RXU 'DWD

Today’s data landscape is complex and securing

your data is crucial. One of the primary challenges
organizations face in doing so is an absence of proper
FODVVL4FDWLRQ :LWKRXW FOHDU F
information is at risk of being mishandled or exposed.
'DWD 6HFXULW\ 3BRVWXUH ODQDJHPH
by systematically identifying and categorizing data,
ensuring that information is adequately protected

based on its sensitivity and regulatory requirements.

Here are some other reasons why DSPM is critical to

data security:

$GGUHVVLQJ 'DWD &ODVVL<«<FDWLRQ

e« /IDFN RI SURSHU GDWD FODVVL4FDWLRQ FDQ OHDG WR PLVKDQG
information.

- '630 VI\VWHPDWLFDOO\ LGHQWL4HY DQG FDWHJRUL]JHV GDWD HC
based on sensitivity and regulatory requirements.
ODQDJLQJ 3XEOLF $, 6HUYLFHYV
» Public Al services can inadvertently expose sensitive data.
» DSPM enables the implementation of strict access controls and monitoring of data
interactions, reducing the risk of unauthorized access.
SURWHFWLQJ 6HQVLWLYH 'DWD LQ $, ORGHOV
» Sensitive data is often used in Al models, necessitating secure handling.

» DSPM uses methods to validate sensitive data before training Al models or generating
database vectors from an organization’s source knowledge, helping to mitigate data
leakage risks.

SBUHYHQWLQJ 'DWD ([<OWUDWLRQ

» DSPM continuously monitors for sensitive data while providing visibility into potential
attack paths. By correlating this information, you can better understand critical risks,
HQDEOLQJ UHDO WLPH LGHQWL4FDWLRQ RI SRWHQWLDO GDWD |

» Quick responses to detected anomalies guarantee that only authorized personnel can

access sensitive information.

6(&85-7< )25 $— %/8(351617



6HFXUH <RXU $, ORGHOV
Protecting Al models is crucial for several reasons:

, QWHOOHFWXDO 3URSHUW\ 3BURWHFWLRQ

e $- PRGHOV RIWHQ UHSUHVHQW VLJQL4FDQW LQYHVWPHQWYV LQ
compromised, attackers can steal proprietary algorithms or sensitive data.

'‘DWD ,QWHJULW\ DQG 7UXVW

* Manipulated models can produce incorrect outputs, leading to faulty decisions.
Ensuring the integrity of Al models is essential to maintain trust in Al-driven
applications.

5HIXODWRU\ &RPSOLDQFH

e Many industries are subject to data protection and privacy regulations. Safeguarding Al
models helps organizations comply with these requirements.

2SHUDWLRQDO &RQWLQXLW\

e Attacks on Al models can disrupt services and lead to downtime, impacting business
operations and customer experience.

Al models are increasingly deployed in containerized
HQYLURQPHQWY GXH WR WKHLU VFDODELC
ease of integration. However, these containers can

also become prime targets for attack. To protect Al

models running in containers, implement robust

container security measures such as:

&RQWDLQHU 6HFXULW\ 5XQWLPH

« 5HDO WLPH 0R QIs&\tBntaln€r 3ecurity
tools that monitor runtime behavior to detect
anomalies and potential threats in real-time.

This helps identify suspicious activities that could
indicate a breach.

9XOQHUDELOLW\ 6FDQQLQJ

e 5HJXODU 6IemqQcyvulnerability scans
on your container images before deployment
DQG GXULQJ UXQWLPH 7KLV LGHQWL4t
vulnerabilities that could be exploited.

6(&85-7< )25 $— %/8(35%717



IHWZRUN 6HIJPHQWDWLRQ

e ,VRODWH &R QMebén@orkidagmentation to isolate containers running Al models
from other parts of your infrastructure. This limits the potential attack surface and
contains breaches

/IRJIJLQJ DQG ,QFLGHQW 5HVSRQVH WKURXJK ;'5

e &RPSUHKHQVLY H HEhkld defaled logging of container activity. This helps in
forensic analysis in case of an incident, and improves your overall security posture.

6HFXUH <RXU $, ,QIUDVWUXFWXUH

/HYHUDJLQJ $- VHFXULW\ SRVWXUH PDQDJHPHQW $- 630 LV D JUEL
security, compliance and integrity of Al infrastructure. It enables you to proactively gain
visibility into and mitigate risks, protect your assets, and foster trust in your internal and
HIWHUQDO $- DSSOLFDWLRQV /HW V H[DPLQH $- 630 LQ PRUH GHW

O9LVLELOLW\ LQWR ,QIUDVWUXFWXUH

* It can provide comprehensive visibility into your Al infrastructure to understand the
PXOWLSOH FRPSRQHQWY FRQ4JXUDWLRQVY DQG GDWD 5RZV ZLYV
(QKDQFHG YLVLELOLW\ KHOSV LGHQWLI\ DQG PDQDJH ULVNYV He|

SURDFWLYH S5LVN ODQDJHPHQW

e By continuously monitoring and assessing the security posture of Al infrastructure,
Al-SPM allows organizations to adopt a proactive approach to risk management, rather
than a reactive strategy.

,GHQWLI\LQJ OLVFRQ<«JXUDWL

e OLVFRQ4JXUDWLRQV FDQ OHLEL
VLIQLAFDQW VHFEXULW\ YXOQ
Al-SPM combines with the Cloud
Secure Posture Management

&630 WR KHOS GHWHFW WK
issues early, enabling teams to
rectify them before they can be
exploited by malicious actors.

6(&85-7< )25 $— %/8(351817




9XOQHUDELOLW\ ODQDJHPHQW

» Al applications often rely on complex software
stacks, which can introduce vulnerabilities. AI-SPM
continuously scans for known vulnerabilities and
provides insights on how to address them. This
ensures your applications are less prone to attacks
exploiting potentially hidden vulnerabilities.

&RPSOLDQFH ORQLWRULQJ

* Many organizations must adhere to industry standards
DQG UHJXODWLRQV HJ *'35 +-3%%
combined with CSPM and Kubernetes Secure Posture
ODQDJHPHQW .630 KHOSV PRQLWRU
violations, ensuring that Al applications meet
necessary legal and regulatory requirements, thereby
UHGXFLQJ WKH ULVN RI 4QHV DQG UH

6HFXUH <RXU 8VHUV DQG /RFDO $, $SSV

More and more software vendors, organizations and enterprises are leveraging Al into their
DSSOLFDWLRQV DQG ZRUN5RZ $W 4UVW JODQFH WKHVH DSSOLFD!
a source of truth because they are from a trusted source, but this imposes a risk for the

consumer and ultimately the enterprise that are leveraging these applications. Data privacy

UHPDLQV D VLJQL4FDQW FRQFHUQ UDLVLQJ WKH TXHVWLRQ WR Z
DQ $—- FORXG DSSOLFDWLRQ WKDW SRWHQWLDOO\ OHYHUDJHV XQU

What are the implications when employees inadvertently upload sensitive data to

XQDSSURYHG $- DSSOLFDWLRQV" 7KH XVH Rl $- DSSOLFDWLRQV L
vector for threat actors to leverage. If a threat actor has access to the data used in these

Al applications, manipulate that information to anything they want. Attackers can launch

malicious code, redirect to known bad websites or launch social engineering attacks to

extort data or release ransomware payloads.

/IRFDOL]DWLRQ RI $- $SSOLFDWLRQV ZLOO QRW RQO\ PLQLPL]H WK
UHGXFH SULYDF\ ULVNV FRPSDUHG WR FORXG VHUYLFHV /RFDOL]L
RSHUDWLRQDO FRVWY DQG LPSURYH RYHUDOO H]JFLHQF\ EXW WKH
Rl $- PRGHOV DQG HVVHQWLDO 5HWULHYDO $XJPHQWHG *HQHUDW |
tampering that can lead to incorrect outputs. Data poisoning which is an Al attack on the rise

can compromise Al data models which then can result in serious consequences like incorrect

UHVXOWYV RU VHFXULW\ LQFLGHQWY &RQVWDQW PRQLWRULQJ DQGC
because they are treated as a source of truth in Al applications.

6(&85-7< )25 $— %/8(351017



:KLOH $- KDV LQFUHDVHG H]JFLHQF\ LQ YDULRXV MRE IXQ
ZH PXVW DOVR ORRN DW KRZ $- KDV LQFUHDVH H*HFWLY
threat actors are conducting, deepfake attacks being a topic on the rise.

These attacks have been idolized in movies for a long time but now many

organizations are seeing these attacks due to the rise of Al innovations. Gone

are the days of being able to distinguish a real authentic human being in a

video conference call. Organizations need to be diligent on protection with

this new attack vector.

A protection layer that can be used to circumvent these attacks is to utilize

deepfake detection software on front line employee machines. Since these

employees are utilizing video conference calls multiple times during the work

ZHHN GHHSIDNH GHWHFWLRQ VRIWZDUH FDQ H*HFWLYHC
extortion, and coercion that may arise from manipulated videos. This

technology not only helps to combat highly sophisticated attacks but also

plays a crucial role in protecting your brand reputation.

6HFXUH $FFHVVV WR $, 6H

As organizations adopt Al technologies,
securing access is also critical. Related risks
include unsanctioned usage, noncompliance
ZLWK FRPSDQ\ SROLFLHV GDWD HJ[4C
the potential for malicious prompt injection
attacks—where bad actors manipulate Al
models to produce unintended or harmful
outputs. Additionally, unsecured GenAl
responses can lead to unpredictable behavior,
and denial of service attacks can disrupt
operations, particularly for private models
hosted by the organization.

To mitigate these risks, it is essential to

implement robust security measures like Zero

7TUXVW 6HFXUH $FFHVV =76% 7KLV L
SDUWLFXODUO\ H*HFWLYH IRU PDQDJ
to both private and public Al services.

6(&85-7< )25 $— %/8(352017



Here are some ways to leverage ZTSA in order to mitigate
Al access risks:

&HQWUDO YLVLELOLW\ RI $, VHUYLFHYV

 Including shadow Al services that may be used by
employees. Monitor for Al services usage across the
organization.

'"HWHFW DQG SUHYHQW WKH $, UHODW|

» Ensure you have the guardrails in place to prevent
SURPSW - QMHFWLRQ DQG 'DWD /HDNDJ

(QIRUFH DFFHVV FRQWURO

* Use strict access controls to limit who can interact
with GenAl resources.

8WLOL]H SURPSW <cOWHULQJ

* Filter prompts to detect and block malicious inputs.

S5LVN EDVHG DFFHVV FRQWURO

e =HUR 7UXVW $F F H\&&cu&itiR €pehiliy O
to always check the risk level of the user before
granting the access to system or applications.

 5DWH /L P LNelpgpdevent abuse of services and
spiraling costs, ensuring usage remains within safe

parameters.

* 5SHVSRQVH )LOWH U AQpatputQavesskfeiand
appropriate before being delivered to users.

* SHYHUVH 3AdtR4$ an intermediary between
users and Al services adding an extra layer of
protection.

By adopting a Zero Trust framework and employing

YDULHG VHFXULW\ WHFKQRORJLHYVY RUJDC
manage risks associated with GenAl, ensuring safe and

compliant usage of these powerful tools.
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'HIHQG $JDLQVW =HUR 'D\ ([SORLWYV

Zero-day exploits target unknown vulnerabilities,

DQG FDQ WKHUHIRUH OHDG WR VLJQ
operational disruption and reputational damage.

The sensitive nature of data processed by Al

systems makes them highly attractive targets for
cybercriminals in this regard. Attackers can exploit
WKHVH 5DZV EHIRUH SDWFKHV DUH D
substantial harm before mitigation strategies can be

implemented.

IHWZRUN -'6 -36 FDQ KHOS WR PLWL

elements such as:

SHDO 7LPH 7KUHDW "HWHFWLRQ

e 1THWZRUN LQWUXVLRQ GHWHFWLR
VA\VWHPYV -'6 =36 PRQLWRU WUD]
identify suspicious activities and potential zero-
day exploits, providing immediate alerts and
protection.

9LUWXDO 3DWFKLQJ

* $ VLPSOL4HG DXWRPDWHG VROX
vulnerabilities from exploits, helping organization
to quickly mitigate threats and support
FRPSOLDQFH H*RUWYV

%HKDYLRUDO $QDO\VLYV

» Uses advanced analytics and machine learning to establish baselines of normal
behavior, enabling it to detect anomalies that may indicate a zero-day attack.

TKUHDW ,QWHOOLJHQFH
e /HYHUDJHV D YDVW UHSRVLWRU\ RI WKUHDW LQWHOOLJHQFH WI

allowing you to proactively protect against known and unknown vulnerabilities.

« $XWRPDWHG 5HYISRQVMWUXVLRQ 3UHYHQWLRQ 6\WWHP -36 FDS
DXWRPDWLF EORFNLQJ RI LGHQWL4HG WKUHDWV PLQLPL]LQJ W

reducing the response time for incidents.

e &RPSUHKHQVLYH &prWdét)dpalddtion across various protocols and
applications, ensuring that all layers of the Al infrastructure are monitored and secured.
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SERXW /($51

L inguistic Shielding

A ccess Control

R obust Prompt Hardening

N ondisclosure Assurance

[($51 2YHUYLHZ

LEARN Architecture

Linguistic Shielding

Execution
Supervision

Access Control

Robust Prompt
Hardening

Nondisclosure
Assurance

LEARN Architecture

Danger Types
Prompt Injection Issues of _Integrlty Hallucination
and Privacy

LMM Application

Application Services

© LMM Agents

4 Application Services 1
:

[ Fine-tune Dataset
) &) 6 [
Extended [
Dzl Data Source [

LEARN Architecture, a security architecture for developing LLM applications
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7KH /($51 $UFKLWHFWXUH LV GHVLIJIQHG WR HQKDQFH WK
SHUIRUPDQFH RI //0O DSSOLFDWLRQV -W FRQVLVWYV RI 4Y

ILQJIJXLVWLF 6 Krpldroe@tin@rdeasures to protect the language
model from harmful inputs and ensure its outputs are appropriate and
safe.

([HFXWLRQ 6 XS H/dnithrvd & @ controlling the interactions and
processes involving the language model to maintain its integrity and
reliability.

$FFHVV & RREIridtR@and managing access to the language
model and its data to prevent unauthorized use and ensure that only
appropriate entities can interact with it.

5REXVW 3URPSW + btie@gtiepin@ttie queries and prompts
used with the language model to prevent manipulation and ensure the
model’s responses are aligned with intended outcomes.

IRQGLVFORVXUH $nwpleéehing fechniques to protect
sensitive information, ensuring the language model does not
LODGYHUWHQWO\ GLVFORVH SHUVRQDO RU FRQ4GHQV

This architecture aims to address the various security challenges associated
ZLWK //0 DSSOLFDWLRQV E\ LQFRUSRUDWLQJ EHVW SUDF
across multiple dimensions of interaction with the model. The approach is

applicable to on-premises datacenters or cloud architectures.

To learn more, checkour /($51 $UFKLWHFWXUH ZKLWHSDSHU
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