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Cyber Asset Attack
Surface Management




What is OctoXLabs?

Real-T'ime Risk Response

With instant cyber asset insights, teams can
Isolate risks and take corrective action swiftly.

Comprehensive Cyber Visibility Automalted Security & Compliance
Founded in 2021, OctoXLabs provides full visibility OctoXLabs enables organizations to build a reliable
into IT infrastructure, enhancing governance and asset inventory, detect security gaps, and

control over cyber assets. automate policy enforcement.

Proactive Threat Management Seamless Integration

Our platform helps security teams manage and Supporting 450+ T security solutions, OctoXLabs
protect their attack surface, identifying and deploys in minutes, optimizing operations, incident
mitigating threats before they emerge. response, patch management, and more.




Mind the (Visibility) Gap

63% of
breaches

are linked to unmanaged
or unknown assets

(IBM Cost of a Data
Breach Report)

27% of
organizations

continuously monitor asset
changes in real time
(Forrester, 2023)

69% of
CISOs

say they lack complete
visibility over their IT
assets (Gartner, 2024)
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CISO: How many windows hosts do we have?
AV Guy: 7864

Desktop Management: 6321

EDR Team: 6722

CMDB Team: 4848

SIEM Team: 9342

4:55 pm - 8 Feb 2018
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Key Challenges Organizations Face Today

@ ) 3) 3)

Organizational Complexity Inefficient Reporting Lack of Automation
Traditional methods fail to manage Teams spend 37% of their time Difficulty in taking
hybrid IT and security inventories. on reporting. automated actions.
Operational Blind Spots Tracking Difficulties
Limited visibility & ineffective ldentifying security gaps is

gap analysis. iIncreasingly challenging.




Dashboard

CISO Dashboard ATM

SentinelOne Installation Status (daily)

Result Trend Target Current

12584 s/ 98%

¢ DLP Agent Working Status (monthly)

Result Trend Target Current

97%

11762 /A 99%

¢ Splunk Log Source Status (weekly)

Result Trend Target

2796 A4 90%

Top Vulnerability by Devices

Name Source CVSS Score

CVE-2024-21326

CVE-2024-21385
CVE-2024-21399
CVE-2024-21388
CVE-2024-20675

CVE-2024-20709
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: SentineOne Prevention Status

i 11287

ManageEngine EP Server Status

@ ManageEngine - Server Installed
@ ManageEngine - Server NOT Installed

ManageEngine - Server NOT Registered

Total : 386

Total Agent

Asset Count

3568

1245

3452

2385

2346

1964

Firewall Agent Score

Overall Agent Security Score

23.6
Critical

¢ Discovery Info

1 .
Current @, Devices

77% 000
) Users

E& Software

Discovery Status

Windows Hosting Virtual Machine Carbon Black

Device Discovery
Name

== Active Directory
& Redhat Satellite
{f) Sentinelone

Tenable SC
Splunk

IT Forcepoint DCP

Total : 18782

Next Discoveries in

16.782 1 7

November

12.420 14:00

Duration 2 hours

42.576

Exchange

Total Unique Users

12420

New Users

22

28 12300

18 19

November November
22:00 14:00

In 1 day 6 hours In 2 day

Total Unique Devices

Sentinelone not install status (daily)

17

November

450

Redhat Satellite - Linux Status

@ 2506

Current
93%

20

November November November

241 308 105

Vulnerability Status

70k

Critical Medium New Device

8% 76

SCCM Workstation Software Inventory Status

@ Software Installer - Workstation Base Installed Software full

@ Software Installer - Workstation Base Installed Software empty

Symantec DLP Workstation Status

Symantec DLP - Workstation Installed

Total : 2047

1583

Symantec DLP - Workstation NOT Installed

74

Total : 2042

a8 12

Server Siem Status

@ Siem Server Installed

@ Siem Server NOT Installed

Total : 1749

» Start Discovery Q @

20

November
22:00

In 3 day 6 hours

All You Need Is

S CS

An Aggregator

Deploy in 15 minutes
Agentless

A50+ Integrations

Get a credible, comprehensive
inventory of all devices, users and
cloud assets

Discover coverage gaps and risk
Validate and enforce policies

Reporting & Action




What is OctoXLabs: Solution Overview

m C Security > C Software Inventory > é User Management >

Asset Management

ili ( License ) ( > -
( Asi/leglyatggrenr gﬁj{"ty > Management Dependency Map Action Center

C Service Inventory > C Certificate Inventory > m

Inventory




Core Capabilities & Unique Value Proposition

I Unified asset visibility across I'aster incident response

all environments and investigation
Continuous and automated ﬁ Enhancing security
asset discovery posture management

a Risk-based prioritization of Api-driven integration with security and
securitly gaps I'T ecosystem

4 Bridging IT and
security teams




Microsoft
Active Directory

98%

27

Not Join Join

Our Findings

EDR

89%

Not Install Install

Vulnerability
Management

66%

34%

Not Scan Scan

EPP

Not Install Install

Database
Activity Monitoring

86%

147

Not Install Install

DLP

67%

33%

Not Install Install

NAC

98%

Not Install Install

SIEM

91%

Not Install Install

Software
Deployment

72%

28%

Not Install Install

CMDB

77%

23%

Not Seen Seen




XDR in Detaills

Devices

Search Query Discover Date

Adapters = falcon-crowdstrike AND Specifics. falcon-crowdstrike. device_policies prevention. policy_type = prevention 20 April 2024

Total : 106

- Adapters ¥ % Domain #- 05 Type #¢ Prevention Type

™ s est-hostname-7026 octoxlabs.com Windows Prevention

. L dev-host-44018 ectoxlabs local Windaows Prevention

:.a."-‘l. L L ame-3340p octoxlabs local Windaows Prevention

100%

test-hostname-4984e octoxlabs.com Windows Frevention
teat-hostname-8567 octoxlabs local Windows Prevention

octoxlabs, com Windows Pravention

Query Wizard

OetoXlLabs S&daplers Falcon Crowdstrike

Falcon Crowdstrike Dvice Policses Presenti Frevantion

All Inventory XDR Agent Agent Installed/
Installed Prevention Mod

XDR Agent Agent Installed/
Not Installed Detection Mod

XDR Agent
Not Installed




Key Benefits
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